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Large Scale Clouds and Tenant Networks

A Large Scale Cloud Services Require Support for
Multiple Tenants Within Single or Federated Distributed
Cloud Environments

A There May Be 1,000s, 10,000s, or 100,000s of Tenants

A A Central NOC Cannot Manage and Control That Many
Networks

A Tenants Require Their Own Tools For Network Design,
Implementation, And Production Operations

A Consequently, Architecture and Techniques Are Being
Devel oped To Enabl e T&earawnitce
Networks, With Autonomous Management, Control, and
Data Planes As Well As Tools for Service Ochestration

Q STIYRLIGHT:



Large Scale Clouds and Tenant Networks

ATenant Networks Must Extend
Clouds

A They Must Extend Across Multidomain WANSs

A They Must Extend To Global Locations

A They Must Be Multi Layer Hybrids

A Software Defined Networking (SDN) Is a Key Enabler
A Perhaps *THE** Key Enabler? Of Tenant Networks

AEnabl er of Tr eQiz-FiE+Ad honi Qlred wo
Specialized Networks
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Private Networking/Cloud Use Cases

A Enterprise

A Consumer

A Data Intensive Science Networks
A High Secure Networks

A Hi-Definition Media Networks

A Specialized Networks

A Highly Customized Networks

A Smart City Networks

A Specialized Service Networks

A Personal Networks

f-%tc.
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A Next Generation Architecture: Distributed Facility Enabling Many Types
Network/Services Enabled By Capacity + Programmability
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NB:It is Increasingly Important To Know Exactly Where Your Data Is Going and Why
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http://www.sdss.org/news/features/20001005.ded.html
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LHCONE: A global infrastructure for the High Energy Physics (LHC and Belle Il) data management
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SC16 SDN-WAN Demonstration End-Points
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APIls Based On Messaging and Signaling Protocols
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Northbound Interface
Network OSs State Data Bases

State Machines SDN Control Systems
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Real Time Analytics
Network Hypervisors N
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Southbound Interface
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Emerging Capabilities/Technologies

A Integrating Tenant Service Workflows With Foundation
Infrastructure Workflows (Orchestration)

A Providing Built -In Preconfigured Examples/Templates
To Establish Infrastructure Foundation Workflows

A ProvidingZero -Touch TfPl aybookso For
Segments of Infrastructure Foundation Workflows After
Implementing Initial Suites (e.g., Using Jupyter)

A Supporting Interactive Control Over Running Workflows

A Providing Portability for Different Infrastructure
Foundation Workflows

A Providing Capabilities for Specialized Customization

..A&?\;oviding Options For Real Time Visualization Of
Workflows STI¢RLIGHT:



Supporting Inter - Domain Tenant Networks With Software
Defined Networking Exchanges (SDXs )

A With the Increasing Deployment of SDN In Production Networks,
the Importance of SDN Exchanges (SDXs) Has Been Recognized.

A Current SDN Architecture/Protocols/Technologies Are Single
Domain Centralized Controller Oriented

A SDXs Are Required To Interconnect Increasing Numbers Of SDN
Al sl ands. o

A SDXs Provide Highly Granulated Views Into (and Control Over) All
Flows Within the Exchange 1 i.e., Much Enhanced Traffic
Engineering and Optimization.

SDXs Provide Options for Many New Types of Services and

Capabilities, e.g., Encryption E2E, Ultra High Resolution Digital
Media, Data Intensive Applications

A Enhanced Support for Federation
A Democratization Of Exchange Facilities i Options for Edge Control

To
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Other Emerging Enabling Technologies:
Highly Programmable Switches

A Evaluating New Classes Of SW Chips Enabling:

I Modular and Virtual SWs (SWs That Can Be Highly
Segmented)

I SWs With Options For Allocating Specific Capacity
To Individual Tenants Encapsulated Within Chassis

I NFV Support for Tenant Networks

I Providing Tenant Networks With Extremely High
Variance/Mixes in Capacity/Performance/Speeds

I Switches Based On Programmable Network
Language ASICs (e.g., P4 ASICs)

Q STIRLIGHT:



Natil onal Sci ence Foun

Environment for Network Innovations (GENI)

A GENI: Virtual Laboratory For Networking and
Distributed Systems Research and Education.

A GENI Is Being Used To Explore Networks At Scale,
Promoting Innovations In Network Science, Services,
Security, Operations, And Applications.

A GENI Anticipates Future Communications Infrastructure
Design and Technology (e.g., Flexible and
Programmable vs Rigid and Static, Decentralized vs
Centralized, Customizable vs Predetermined).

A Foundations Consists Of Clouds and Private Networks

Q STIYRLIGHT:



GENI Allows Experimenters (N T e na)nt 1o

Connect Compute Resources Using Layer 2 Networks In
Topologies Best Suited To Their Specific Experiments
(.e., Highly Customizable Individual Networks);

A Install Custom Software And/Or Custom Operating
Systems On Compute Resources;

A Control Exactly How Network Switches In Experiments
Handle Traffic Flows;

A Design, Implement and Manage Individualized L3 and

Higher Layer Protocols by Installing Protocol Software
In Compute Resources

A Discover and Obtain Compute Resources from US and
Multiple International Sites, e.g., By Providing Flow
Controllers For Their Switches

Q STcRLIGHT:
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) Springer springer.com

R. McGeer, M. Berman, C. Elliott, R. Ricci (Eds.)
The GENI Book

Chapter:

Creating a Worldwide Network

For The Global Environment for Network
Innovations (GENI) and

Related Experimental Environments

This book, edited by four of the leaders of the National Science Foundation's Global
Environment and Network Innovations (GENI) project, gives the reader a tour of the
history, architecture, future, and applications of GENI. Built over the past decade by
hundreds of leading computer scientists and engineers, GENI is a nationwide network

st ed. 2016, XVIIl, 655 p. 216 illus, 183 used dai1l1,r b}v thousands c_:rf computer scientistls to ijplnre the next Cloud aI'IlE| !nternet an

illus. in color. the applications and services they enable, which will transform our communities and our
lives. Since by design it runs on existing computing and networking equipment and over
the standard commeodity Internet, it is poised for explosive growth and transformational

Printed book impact over the next five years.
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An Experimental Testbed For
Ga@meleon Computer Science Research

www. chameleoncloud.org

CHAMELEON:
A LARGE-SCALE, RECONFIGURABLE EXPERIMENTAL
ENVIRONMENT FOR CLOUD RESEARCH

Principal Investigator: Kate Keahey

Co-Pls: |. Mambretti, D.K. Panda, P. Rad, W. Smith, D. Stanzione
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CHAMELEON DESIGN STRATEGY

Large-scale: “Big Data, Big Compute, Big Instrument research”

~650 nodes (V14,500 cores), 5 PB disk over two sites, 2 sites
connected with 100G network

Reconfigurable: “As close as possible to having it in your lab”
Bare metal reconfiguration, operated as a single instrument
Support for repeatable and reproducible experiments

Connected: “One stop shopping for experimental needs”
Workload and Trace Archive

Partnerships with production clouds: CERN, OSDC, Rackspace, Google,
and others

Partnerships with users

Complementary: “Can’t do everything ourselves”
Complementing GENI, Grid’5000, and other experimental testbeds

Sustainable: “Easy to maintain, easy to share”

G}ﬁ me IEI:I M www. chameleoncloud.org



CHAMELEON HARDWARE

To UTSA, GENI, Future Partners
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CHI: OVERALL ARCHITECTURE
OpenStack

o [ Keysone
Management
Custom

Portal &S

Resource
discovery

development
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HOW DOES IT WORK INTERNALLY?
i Create dedicated

Chameleon Reserve | resource pool
user resources (host aggregate)

Reservations

Launch bare-metal
instances in reservation
Resource

Schedule then pools .

request bare-metal
deployment

[ L

Control & provision
(IPMI / PXE / iSCSI)

G}ﬂ me | 001 www. chameleoncloud.org




Open Stack SW Architecture For Neutron Reference Platform
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Extending Tenant Networks Through Federation

A Tenant Networks Are Not Only Implemented In Cloud
Facilities, And Among Cloud Facilities

A They Must Be Extended To Multiple External Sites 7
Across Multiple Domains 1 Across The US and
Internationally

A Creating Global Private Networks Enhanced Through
Federation

A E.g., GENI Has Been Federated With the Future Internet
Research and Experimentation (FIRE), With the Smart
Applications On Virtual Environments (SAVI) Testbed,
with NSFCloud Testbeds, and the International GENI.

Q STIYRLIGHT:



Global Tenant L2 Services
Federated Over Multi -Domains

A Network Service Interface (NSI 2.0)

A An Architectural Standard Developed By the Open Grid
Forum (OGF)

A OGF Pioneered Programmable Networking (Initially
Termed AGrid Networkingo)

ATechniques That Made Networ k
In Grid Environments 1 Programmable With Grid
Middleware

A Currently Being Placed Into Production By R&E
Networks Around the World

Q STIRLIGHT:



Network Service Interface (NSI): Open Grid Forum Standard
For E-W InterDomain L2 Federation

Inter-Network representation
Netwurk "1" Netwcrrk z
Dynamic Connection /
| STF a TP d
STP - Service Termination Paint STP b/STP ¢
SOP - Service Demarcation Point

INEress
Point

Physical instance

)

Access section Access section

Ingress Framing Transport section Egress Framing

Transport framing
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Global Lambda Integrated Facility 2017

Draft 4-20-17

Draft 4-20-17

Draft 4-20-17
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Automated GOLE Fabric

NORDUnet
Pionier

GLORIAD
KRLight

KDDI Labs

SouthernLight

Source: GLIF Auto GOLE Group
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GLIF AutoGOLE
Initiative



AutoGOLE Dashboard

Data Plane
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Circuit Prowsmnmg in MEICAN

MEICAN - Management Emaronment of Inter-domain Circuits for Advanced Metworks
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International SDN/OpenFlow Testbed ”-_;ﬂ:‘. %ST
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StarLight International/National Communications
Exchange Facility TAi By Researchers For

StarLight Is an Innovation Platform
For Advanced Communications
Services Architecture and
Technologies, Including Experimental
Testbeds Optimized For

High -Performance Data Intensive
Applications
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IRNC: RXP: StarLight SDX A Software Defined Networking
Exchange for Global Science Research and Education
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