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Academic Affiliation and Federations

Many Services (want to) provide benefits or discounts for members of 
Academia (Student/Employee)

And a SURFconext (SAML) login which carries the (eduPerson)Affiliation 
attribute can be used to validate membership of the academic community. 

However:
 Joining a federation has several obstacles (policies and contracts)

 Implementing SAML and doing federation is not easy

 Inter-federation (eduGAIN) is even harder

 Upfront cost, but no customers

A lot of work, while the service only needs the Affiliation, which is pretty low 
risk in the data protection spectrum
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Student validation – Spotify
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InAcademia - a Simple validation Service

What would make affiliation validation easier?
 Services get most attributes from user (self asserted)

 Only affiliation must come from the Home Organisation

 Query a single, centralised service to confirm affiliation

 A user ‘proves’ affiliation by authentication with home IdP

 A simple protocol can be used by the Services

 Validation service accessible for all eduGAIN IdPs

 The policy barrier for using should be low

 Service pays a small transaction fee

What would make affiliation validation privacy preserving?
 De-couple Institution and Merchant

 No (personal) data from Institution

 Do not leak personal data
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InAcademia - Flow

Merchant

3- IdP says 
Affiliation: 
Student

2- Please login to prove affiliation

1- Is this user a student?

4- Yes
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InAcademia - Recap

For Identity Providers / NRENs
 Connected via eduGAIN

 ‘low risk’ attribute requirements

 No personal data stored at central service

Many Services that are high value to users, but low effort for IdP

 Free for institutions and users

For Services
 Real time validation

 One connection with many trusted Identity Sources globally

 No SAML required (uses OpenID Connect)

 No need to deal with (inter) federation

 Simplified policy, compliant with EU data protection (eduGAIN CoCo)

 The pricing model allows new Services to enter the market easily
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Questions?

More info:
https://inacademia.org

Test if you can use InAcademia: 
https://inacademia.org/test-your-affiliation-status/

https://inacademia.org/
https://inacademia.org/test-your-affiliation-status/

